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Logo — What is it?

What is it used for?

Risks for children and young
people?

u YouTube

Video Sharing

Access to in appropriate
content

@ Pinterest

Photo/image sharing

Pin boards can be followed
Offenders may be able to learn
of common interests to
potentially groom a child

ST

WhatsApp
!W

Private and group messaging

Messages can instantly be
broadcast to a large group
Cyber-bullying

Unwanted contact from
Facebook Social Networking Strangers
Cyber-Bullying
Can have lots of followers from
Twitter Social Networking hoax accounts, unwanted
contact from strangers
A free video sharing app which Age-inappropriate content
allows users to capture short which can be accessed through
video clips, share them and public feeds, especially any live
watch other user’s videos or streams. This may be unsuitable
live streams. for young people and can be the
Tik Tok origin of bullying trends.
Time waste — mindless scrolling!
A live-streaming platform There have been multiple
t designed to help users “meet reports of young people being
Yubo new people” from all around harassed into sending

the world.

sexualised or nude images and
videos.

Skype

Video/webcam calls online and
via the app

Webcam feeds can be
recorded/faked
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@ Snapchat

Photo and video messaging,
group chats, group video calls

app

Photos can be grabbed via
screenshot and sent on to
others

Cyber-bullying. Explicit content
if users are signed up as older
than they should be

Spotify
o—y,
_—

Music Sharing and listening

Offenders can learn of common
interests through shared
playlists to potentially groom a
child.

' Omegle

N

Online chat with Strangers!

Grooming, inappropriate
content!

Instagram

©

Photo/image sharing

Feed can be followed
Offenders may be able to learn
of common interests to
potentially groom children

m Wizz

Wizz is a free social networking
app that enables users to chat

live online with strangers from

around the world.

Young people being targeted by
scammers asked to transfer
money or risk having private
photos of them being posted
online. Threatened by how long
they take the more they will
upload. Schools are alerting
parents.

Telegram

Telegram is a messaging app
with a focus on speed and
security, it's super-fast, simple
and free.

Young people are known to buy
and sell drugs using this app or
other illegal substances/items.
App is highly encrypted making
the illegal activity hard to track.
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Video/webcam calls online and

Webcam feeds can be

via the app recorded/faked.
| FaceTime
Some servers are NSFW (Not
An instant messaging social safe for work — often meaning
platform, in which people enter | inappropriate/ adult content)
‘servers’ so they are part of a and may have content age-
Discord group — commonly used for inappropriate for younger users.

gaming communities.
Instant messenger for Facebook | Unwanted contact from

Facebook Friends strangers

Messenger
Apps which allow users to Can become dangerous
secretly hide photos, videos and | ‘stashes’ of youth produced
files behind the premise of sexual imagery.

— another app, for example a
calculator which can only be
accessed through a numeric pin
Vault Apps (diguised as code.

calculator)




